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» Cryto-monnaie décentralisée et distribuée

21 millions BTC
Systéme centralisé Systéme décentralisé Systéme distribué

» |narrétable car distribuée

> Infalsifiable et auditable
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Miner des Bitcoins
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Miner des Bitcoins
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Miner des Bitcoins

» Valider = résoudre un objectif de hachage
» Récompense initiale 50 BTC pour une validation
» Divisée par 2 tous les 210000 validations

32

Z‘Z—? % 210000 = 21 millions BTC
i=0
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Bitcoin = Proof of Work
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BitCoin Proof of Work

Target at block 816 377 is
0000000000000000000481940000000000000000000000000000000000000000

A

Find n such that

SHA-256(SHA-256( Transactions, n)) = x < Target

x starts with at least 19 zeros

Strategy : brute force
Try all possible values for n

Initial target was 00000000fFf0000000000000000000000000000000000000000000000000000
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Energyvore
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Kazakhstan Philippines — Netherlands United Arab
Emirates
91.7 934 109.0 110.7 119.5
A
TWh per TWh per ipen TWh per TWh per
year year o year year

Source
US. Energy Information Administration, Country Data, 2019 est. (or most recent available year)

Highly energy consuming in 2023
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Proof of Work

» Useless computations
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Other crypto-monnaies
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Classification | : Dumy
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Classification Il : Clones of Bitcoin




Classification Il : More useful
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Classification IV : Other Proofs

QeThereum

Rich get richer !
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Roles of Miners
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Contributions

Proof of Behavior

» Paradigm shift
» Incentivization of green behaviors

» EcoMobiCoin

LCoin

» Geographical demurage

» Proof of Location
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Related Work

» SolarCoin

"incentivize solar electricity
by rewarding the generators
of solar electricity”

» MobiCoin
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Outline

Motivations

Proof of Behavior

EcoMobiCoin

LCoin

Conclusion
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Outline

Proof of Behavior
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Proof of Behavior (PoB)

» No specialized hardware required for mining

» Anyone behavior helps to generate coins

» No waste of computational power

19/53



Proof of Behavior (PoB)

» Public blockchain
» Decentralization

3 actors

'

User Prover Verifier
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Users
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Provers
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Verifiers (Miners)

-
i! Who verify PoBs and transactions
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Miners have to perform PoB
23/53



Outline

EcoMobiCoin
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Eco Mobility

Quels types de transports consomment le plus de 02 ?

o My T L ) ke i

Voitures Transport Transport Train Bus Transport M
iculie routier de Pl o otos
particulieres aerien 2% 2% fluvial et 1%
60% marchandises 7% o
26% maritime
2%
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EcoMobiCoin Proof of Behavior

26/53



EcoMobiCoin Temporal Demurage
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Ephemeral PoB
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Prover Reward = Distance
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Verifier Reward

» PoB is required

» Check transactions

» Mining = play Lottery
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Verifiable Delay Functions (VDF)

> Rivest, Shamir Wagner 1996 : Time lock Puzzle (X2T)

» Lenstra 2017 Sloth function

» Boneh et al. 2018 : Verifiable Delay Functions h(h(... h(x)...)
» Pietrzak 2019 : Simple Verifiable Delay Functions

» Wesolowski 2019 : Efficient Verifiable Delay Functions
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Efficient Verifiable Delay Functions (VDF)

;
» Alice wants to prove to Bob that y = x?
» Bob picks a random large prime p

» Alice finds g and r such that : 27 = gp+r,0<r < pandsends
T =x7

> Bob Computes r = 2" mod / and accepts if 7°x" = y
Fiat-Shamir : Non interactive with p = nextprime(H(x, y, T))

Proposed by Benjamin Wesolowski at Eurocrypt 2019
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Lottery for miners

VDF(PoB) gives proof of computation time
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The faster wins !
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Blockchain Mining

Header

Block 18] poB list
Tx list

Header Header Header s
<4— PoB list [ PoB list [« PoB list |

Tx list Tx list Tx list . :

Block 15 Block 16 Block 17
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https://ecomobicoin.limos.fr
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https://ecomobicoin.limos.fr
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Outline

LCoin
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Local Currency in Worgl, Austria
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Temporal Demurrage: Ticket Restaurant, France
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French Local Currencies

I'age de faire sic
T p——————r
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Local Currency
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Léman: Local Cryptocurrency

Using blockchain (Proof of Work)
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Our idea I: Restricted Area
Proxymity certificate delivered by Affiliated Local Shops

)

oy

Proof that Alice and Bob are simutaneously in the “same” location

Distance Bounding Protocol

Limited duration of Proximity certificate )
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Distance Bounding

) = §

Prover P Verifier V
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Distance Bounding
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Prover P Verifier V
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Distance Bounding
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Solution: distance bounding (Brands and Chaum, 1991)
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Our idea I: Geographic Demurrage

Pas-de-Calais
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2 options : 22 =14 possibilities
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Restricted Area

Simple X
Restricted v
LCoin X
Perfect v
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Simple: X Restricted Area X Geographical Demurrage

Permissionned blockchain
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Miners = Affiliated Shops

Unrestricted Area & Trust in Affiliated Shops
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Restricted: v Restricted Area X Geographical Demurrage

Limited duration
Proof of local expenses
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LCoin: X Restricted Area v' Geographical Demurrage

Coins have Point of Attachment (PoA) and a timestamp
T A A T N T e

220,
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Perfect: v Restricted Area v Geographical Demurrage

Proxymity certificate delivered by Affiliated Local Shops using DB
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Attachment (PoA) and a timestamp

o B RS
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Outline

Conclusion
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Conclusion

» Proof of Behavior
» Geographic Demurrage
» Proof of Attachement

EcoMobiCoin & LCoin

https://ecomobicoin.limos.fr/
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https://ecomobicoin.limos.fr/

Thanks for your attention
Questions ?

BLOCK
CHAINS

EN 50 QUESTIONS

Comprendre le fonctionnement et les enjeux
de cette technologie innovante

DUNOD

pascal.lafourcade@uca.fr
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