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Rivest Adleman Dertouzos 78

“Going beyond the storage/retrieval of encrypted data by
permitting encrypted data to be operated on for interesting
operations, in a public fashion?”
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Homomorphic Encryption

Definition (additively homomorphic)

E(m) ® E(my) = E(my & mp).

Applications

» Electronic voting

» Secure Fonction Evaluation

» Private Multi-Party Trust Computation

» Private Information Retrieval

» Private Searching

» Outsourcing of Computations (e.g., Secure Cloud Computing)

» Private Smart Metering and Smart Billing 3/10
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Brief history of partially homomorphic cryptosystems

Enc(a, k) x Enc(b, k) = Enc(a* b, k)

Year Name Security hypothesis Expansio
1977 RSA factorization

1982 Goldwasser - Micali quadratic residuosity log,(n)
1994 Benaloh higher residuosity > 2
1998 Naccache - Stern higher residuosity > 2
1998 | Okamoto - Uchiyama p-subgroup 3
1999 Paillier composite residuosity 2
2001 Damgaard - Jurik composite residuosity %
2005 | Boneh - Goh - Nissim

2010 | Aguilar-Gaborit-Herranz | SIVP over integer lattices

Expansion factor is the ration ciphertext over plaintext.
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Homomorphic Encryption

Enc(a, k) = Enc(b, k) = Enc(a * b, k)
Enc(a, k) + Enc(b, k) = Enc(a+ b, k)
f(Enc(a, k), Enc(b, k)) = Enc(f(a, b), k)

Fully Homomorphic encryption

» Craig Gentry (STOC 2009) using lattices

» Marten van Dijk; Craig Gentry, Shai Halevi, and Vinod
Vaikuntanathan using integer

» Craig Gentry; Shai Halevi. " A Working Implementation of
Fully Homomorphic Encryption”
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Simple SHE: SGHV Scheme [vDGHV10]

Public error-free element : xg = qo - p
Secret key sk = p

Encryption of m € {0,1}

c=q-p+2-r+m

where g is a large random and r a small random.

Decryption of ¢

m=(c mod p) mod 2
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Things to bring home

» Simple

» Not really efficient... maybe soon
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Thank you for your attention.

Questions ?
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