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Computers are everywhere!
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5 Famillies of Cyber Criminality

Escroquerie

Sabotage

>

>

» Ransomwares
» Espionnage
>

Destabilisation
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Escroquerie : Phishing

& | @ hitpsy//apps facebookcom/PageSecurityTean

facebook

:::&:313 giﬁ?ﬁt Facebook Verification Page
Facebook!
Page Name:
Email or Phone:
Password:

[ 1By cicking Submi, you agree to our Terms and that
vou have read our Data Use Polcy,

Submit Query

Forgot your paseword?

Enghsh (US) Moweaoont Espoiol Poriuguds (Brasl) Frangas (France) Deutsch Mtolano dujen TR shiz{E)

Voyant + Papillon
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Escroquerie : Fraude au président

Fraude aux Faux Ordres de Virement 0

m=;;;=;;- — ms;ggs- /@\

L'escroc collecte des informations pour
connaitre lentreprise et ses dirigeants
(réseaux sociaux, organigramme)

Se faisant passer pour le dirigeant
de l'entreprise, l'escroc prétexte

—
—
Sous la pression ou en Lescroc transfere
" 0 confiance, 'entreprise T'argent vers des
une opération financiére urgente exécute |a transaction comptes basés a
et confidentielle I'étranger

wationsie @) 17
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Sabotage
Stuxnet, 2010

mmm HOW STUXNET WORKED me—

l UPDATE FROM SOURCE 7

-»-»-»

=\
2. search 3. update

1.infection
vtatarget,

proceeds toinfect all machines running
Microsoft Windows. digital

evade automated-detection systems. toeenrich nuclear fuel. version of itself.

4. compromise

exploiting “zero day" 9

Saudi Aramco 35 000 PC deleted in 2012.
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Ransomwares: Wannacry et al. 12 may 2017
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Ooops, your files have been encrypted!

‘What Happened to My C
Your important files are encrypted.
Many of your photos, videos, and other files are no longer

accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily, But you have
not so enough time.

Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decryptall your files, you need to pay.

[You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.

'We will have free events for users who are so poor that they couldn't pay in 6 months.

L4

Payment will be raise

7 00

Your files will be lost on

How Do I Pay?
Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcolns=,
And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

17 0

Time Left

v

] 0 worth of bitcoin to this address
bout b bitcoin
1219YDP gwueZ9NyMgw519p7AABIs|r6 SMw

http://stopransomware.fr/
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http://stopransomware.fr/

Espionnage

FrITR
BIC BRATHER
x P9y

» Little Brother (Individual)
» Medium Brother (Corporation)
» Big Brother (Government)

Edward Joseph Snowden, 6th june 2013

8/29



Destabilisation: Defacing

&

HACKED Bl
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Destabilisation: Trojan, Botnets and Zombies
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http://cybermap.kaspersky.com/

AM I INFECTED?

CYBERTHREAT REAL-TIME MAP

14 Kaspersky Lab ZA0. ALL Rights Reserved. Sased on data from Kaspersky Lab. o ° @ @
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http://cybermap.kaspersky.com/

http://cybermap.kaspersky.com/

AM I INFECTED?

CYBERTHREAT REAL-TIME MAP

KASPERIKYE

14 Kaspersky Lab ZA0. ALL Rights Reserved. Based on data from Kaspersky Lab. o ° @ @
14 September 2017 USA stops to use Kaspersky
29 September 2017 France is doing the same
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http://cybermap.kaspersky.com/

Quelques conseils

FESTIVAL

du FILM

SECURITE
2018

GRAND PRIX DU FESTIVAL
Les 10 commandements de la Cyber-Victime

par Micode
VIDEO
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Why are there more and more attacks?
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Why are there more and more attacks?
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Why are there more and more attacks?

[t i
lalfatb.n i

e
by

Fast, large scale, semi-automatic...
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Why are there more and more attacks?

Fast, large scale, semi-automatic...

32

but you wrongly feel anonymous! ’
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Why are there more and more attacks?

i
L ¥

Fast, large scale, semi-automatic...

32

but you wrongly feel anonymous! '

Internet was not designed to be secure but just to work!
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Computer Science Security Agencies

o
> 1010 WGCHQP

> 1952,

> 7 July 2000, |
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Cyberwar is a reality
$7 billion for USA cyber operations in 2017 over $35 billion over
the next 5 years.
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Cyberwar is a reality
$7 billion for USA cyber operations in 2017 over $35 billion over
the next 5 years.

» Communications are crucial: Egypt, Tunisia revolutions
~q

P Tracking authors is not always easy
P> Defense and attack strategies are different

» Cyberattacks can have physical consequences

- : -.]EEP " ©
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Reasons of the Succes of IOT

Technology

» Wireless : Wifi, 3G, 4G, 5G,
Bluethooth, Sigfox ...

. U ?fﬂ - > Batteries

v, » CPU
%Q (/@ » Sensors
<_’ &H » Price
-

s/ 1\
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Reasons of the Succes of IOT

Technology

» Wireless : Wifi, 3G, 4G, 5G,
Bluethooth, Sigfox ...

¥ - B > Batteries
» CPU
| [/

% ~ — » Sensors
C » Price

» Monitoring services

» Hyperconnectivity
> Avaibility
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Real attacks on loT from 2007 ...

0'0, 9,0 1010
! LABORATOIRE DINFORMATIOUE,
DE MODELISATION ET D'OPTIMISATION DES SYSTEMES

17/29
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Formal Verification Approaches

Designer Attacker
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Formal Verification Approaches

Designer Attacker

Security Team
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Formal Verification Approaches

Designer Attacker

=

Give a proof

ol , Security Team
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Formal Verification Approaches

Designer

=

Give a proof Find a flaw

ol , Security Team

"0, 4,
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Applications
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An A -4 points @ 135 €
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’/ NON PORT DE LA CEINTURE DE SECURITE

VLS ,6\ 4ponts @) 135

=12
MORTALITE SUR LES ROUTES DE FRANCE

Nbre de tués
‘ ) =
@@ 1979 fio w0

Sraarens

Pyt nmmn‘

Nilliards de kilométres parcourus
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Reported Vulnerabilities

o5
8610 g0 eam0 67
sz 576
o 5297 5191
4652
4155
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Reported Vulnerabilities

Reglement Général sur la Protection des Données
GDPR : General Data Protection Regulation

LABORATOIRE D'INFORMATIQUE,
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Qui est touché ?

TOUT LE MONDE !
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Qu’est-ce qu'une donnée personnelle 7

Nom
Email
N° téléphone
Pseudo
Adresse IP

Age
Sexe
ADN

Intéréts
Opinions
Religion

Identifiants |déologie

Déplacement
Habitudes

Contenus

Relations S Médias Conversation
sociaux

Famille Intéréts
Amis Groupes
Contacts Opinions

Photo Métadonnée
Vidéo SMS
Podcast Appels

o | g0 10
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Qu'est-ce qu'une donnée personnelle sensible?

oo Bl fo% AR

@'0,
$ U %
Hoee A

4 /4

Collecte sans consentement préalable écrit, clair et explicite

—
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Plus de droits pour vos données !

Guichet unique Protection des mineurs Portabilité
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RPGD : en 6 étapes @CNIL

Go00oed

Désigner un pilote
Cartographier
Prioriser

Gérer les risques

Organiser

IR o

Documenter
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Sanctions

LIMOS
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RGPD
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VSTEMES

IMISATION DES 5
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Thanks for your attention.

Questions?

Lé LO C K Architectures PKI
et
communications
CHAINS sécurisées
EN 50 QUESTIONS
Comprendre le fonctionnement et les enjeux

de cette technologie innovante

Jean-Guillaume Dumas

Pascal Lafourcade
Patrick Redon

DUNOD

LABORATOIRE D'INFORMATIQUE,
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