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Reasons of the Succes of IOT

@ Monitoring services

@ Hyperconnectivity
o Avaibility
@ Open data
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Proximity Devices Everywhere
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Contexte
Proximity Devices Everywhere

What security do we want ?
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“Wormhole Attack”

Contexte
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@ Buy two Ziirich transports ticket
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Intruder : Eavesdropper VS Curious Verifier
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Properties : Threats against honest provers

Mafia Fraud (MF) lost of money for P
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Properties : Threats against honest provers

Mafia Fraud (MF) lost of money for P

User tracking
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Properties : Threats with malicious ' rovers

Distance Fraud (DF) location usurpation

Bt [1” g

P. Lafourcade A quoi servent les protocoles délimiteurs de distance



Contexte

Properties : Threats with malicious ' rovers

Distance Fraud (DF) location usurpation
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Distance Bounding Idea
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Distance Bounding Idea
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Solution against MF : Distance Bounding (Brands and Chaum, 1991)
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42 protocols from 1993 to 2015.
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Contexte
Conclusion

@ Designing secure loT is difficult
@ Distance Bounding can help to improve security
@ We propose SPADE and TREAD, two new secure DB protocols
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Thank you for your attention!

Questions ?
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