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Challenges in e-Auctions

Competing parties: Bidders/Buyers, Seller, Auctioneer, . . .
Many possible (complex) mechanisms:

English
Dutch
Sealed Bid
First Price
Second Price
Bulk Goods
. . .

Here: Sealed Bid First Price auctions
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e-Auctions: Security Requirements

Security Requirements

Non-Repudiation

Fairness

Non-Cancellation

Verifiability

Secrecy of Bidding Price Receipt-Freeness

Anonymity of Bidders
Coercion-Resistance
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The Applied π-Calculus [AF01]

We use the Applied π-Calculus to model protocols:

P , Q, R := processes
0 null process
P|Q parallel composition
!P replication
νn.P name restriction (“new”)
if M = N then P else Q conditional
in(u, x) message input
out(u, x) message output
{M/x} substitution
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Events

To express our properties, we use the following events:
bid(p,id): a bidder id bids the price p

recBid(p,id): a bid at price p by bidder id is recorded by
the auctioneer/bulletin board/etc.
won(p,id): a bidder id wins the auction at price p
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Non-Repudiation

On every trace:

bid(p,id)

won(p,id)
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Non-Cancellation

Alice Bob

Bid bA > bB

recBid(bA, Alice)

Alice reveals
data to intruder

won(bB, Bob)
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Strong Noninterference & Weak Noninterference

Definition (Strong Noninterference (SN))

An auction protocol ensures Strong Noninterference (SN) if for any
two auction processes APA and APB that halt at the end of the
bidding phase (i.e. where we remove all code after the last recBid
event) we have APA ≈l APB .

Definition (Weak Noninterference (WN))

Like Strong Noninterference, but we consider only processes with
the same bidders.
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Highest Price Wins

Alice Chuck
(honest) (corrupted)

Bid bA > bC

bid(bA, Alice)

won(bC, Chuck)
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Strong Bidding-Price Secrecy (SBPS) [DJP10]

Main idea: Observational equivalence between two situations.

Alice Carol

Bid

≈l

Bid
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Bidding-Price Unlinkability (BPU)

The list of bids can be public, but must be unlinkable to the
bidders.

Alice Bob Carol

Bid

≈l

Bid
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Strong Anonymity (SA)

The winner may stay anonymous.

Alice Carol

Bid

≈l

Bid
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Weak Anonymity (WA)

Unlinkability, but also for the winner.

Alice Carol

Bid

≈l

Bid
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e-Auctions: Hierarchy of Privacy Notions

BPU WA

SASBPS[DJP10]
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e-Auctions: Hierarchy of Privacy Notions

BPU WA

SASBPS[DJP10] P
FPSBA
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e-Auctions: Hierarchy of Privacy Notions

BPU WA

SASBPS[DJP10] P
FPSBA

SRF[DJP10]
RF-U RF-WA

RF-SARF-BPS RF
FPSBA

CR-U CR-WA

CR-SACR-BPS CR
FPSBA
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Protocol by Curtis et al. [CPS07]: Registration

Main idea: a registration authority (RA) distributes pseudonyms,
which are then used for bidding.

Bidder Registration Authority
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Protocol by Curtis et al. [CPS07]: Registration

Main idea: a registration authority (RA) distributes pseudonyms,
which are then used for bidding.

Bidder Registration Authority

, h( ),
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Protocol by Curtis et al. [CPS07]: Registration

Main idea: a registration authority (RA) distributes pseudonyms,
which are then used for bidding.

Bidder Registration Authority

, h( ),

{ , h( ), }pk(Bidder)
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Bidding

The bidder uses his pseudonym to submit his bids.

Bidder Registration Authority
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Bidding

The bidder uses his pseudonym to submit his bids.

Bidder Registration Authority

, { }pk(Auctioneer),
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Bidding Cont’d

The Registration Authority forwards the bids to the auctioneer,
encrypted using a symmetric key k , which is revealed at the end.

Registration Authority Auctioneer
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Bidding Cont’d

The Registration Authority forwards the bids to the auctioneer,
encrypted using a symmetric key k , which is revealed at the end.

Registration Authority Auctioneer

{ , { }pk(Auctioneer), h( )}k
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Bidding Cont’d

The Registration Authority forwards the bids to the auctioneer,
encrypted using a symmetric key k , which is revealed at the end.

Registration Authority Auctioneer

{ , { }pk(Auctioneer), h( )}k

k, n
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Completion

The auctioneer decrypts the bids using k and his secret key
sk(Auctioneer), and announces the winning pseudonym.

Registration Authority Auctioneer
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Analysis

Formal analysis using ProVerif [Bla01]:
Non-Repudiation: attack, the messages from the RA to
the auctioneer are not authenticated - anybody can
impersonate the RA
Non-Cancellation: same attack
Highest Price Wins: same attack
Weak Noninterference: ( ) OK if first message (hash of
bid) is encrypted.
Privacy: ( ) Weak Anonymity if first message is encrypted
and synchronization is added
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“How to obtain full privacy in auctions” by Brandt [Bra06]

Completely distributed protocol (no authorities)
Distributed homomorphic ElGamal encryption
Function fij = 1 if bidder i won at price j , fij 6= 1 otherwise.
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Protocol execution

Bulletin
Board

Seller

Bidders
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Protocol execution

Bulletin
Board

Seller

Bidders
1. Distributed key setup
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Protocol execution

Bulletin
Board

Seller

Bidders
1. Distributed key setup

2. Encrypted bids
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Protocol execution

Bulletin
Board

Seller

Bidders
1. Distributed key setup

2. Encrypted bids

3. Hom. Computation of fij
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Protocol execution

Bulletin
Board

Seller

Bidders
1. Distributed key setup

2. Encrypted bids

3. Hom. Computation of fij

4. Partial decryption
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Protocol execution

Bulletin
Board

Seller

Bidders
1. Distributed key setup

2. Encrypted bids

3. Hom. Computation of fij

4. Partial decryption

5. Shares

Jannik Dreier, Pascal Lafourcade, Yassine Lakhnech Formal Verification of e-Auction protocols



Introduction
Formal Definitions

Case Studies
Conclusion

Curtis et al.
Brandt

Protocol execution

Bulletin
Board

Seller

Bidders
1. Distributed key setup

2. Encrypted bids

3. Hom. Computation of fij

4. Partial decryption

5. Shares

6. Missing shares for fij
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Analysis

Automatic analysis using ProVerif:
Non-Repudiation, Non-Cancellation: attack, lack of
authentication
Weak Noninterference: OK
Highest Price Wins: attack, an intruder can impersonate
all bidders, hence controlling winner and winning price
Privacy: attack
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Attack on Privacy

Exploit lack of authentication:
Target one bidder
Impersonate all other bidders
Resubmit the targeted bidder’s bid as their bids
Impersonate the seller
Obtain winning price=targeted bidder’s bid
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Conclusion

Much work on e-Auction protocols, but not on formal analysis
Developed a framework formalizing Non-Repudiation,
Non-Cancellation, Fairness (Strong and Weak Noninterference,
Highest Price Wins) and different notions of Privacy
Suitable for automatic analysis using ProVerif
Two case studies:

Protocol by Curtis et al.: attacks on Non-Repudiation,
Non-Cancellation, Fairness and Privacy due to lack of
authentication and synchronization
Protocol by Brandt: attacks on Privacy, Highest Price Wins,
Non-Repudiation and Non-Cancellation

Future work: fix problems and prove a protocol secure
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Thank you for your attention!

Questions?

jannik.dreier@imag.fr
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e-Auctions: Related Work

Plenty of protocols,
e.g. [Bra06, CPS07, Sak00, AS02, SA99, HTK98] . . .
Some properties known from different contexts, e.g.
voting [DKR09, DLL12b, DLL12a, SC11, Low97] . . .
Yet not much work on formalizing these properties for
auctions:

Subramanian [Sub98]: design and verification using BAN-logic
B. Księżopolski and P. Lafourcade [KL07]: Authentication
attack using OFMC
Dong, Jonker and Pang [DJP11]: Receipt-Freeness
Küsters et al. [KTV10]: Accountability
Dreier et al. [DJL13]: Verifiability
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Receipt-Freeness (RF)

Again: Observational equivalence between two situations, but Alice
tries to create a receipt or a fake.

Alice BobMallory

A B

≈l

B A

Secret Data

Fake Data
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Coercion-Resistance (CR)

Observational equivalence between two situations, but Alice is
under control by Mallory or only pretends to be so.

Alice BobMallory

A B

≈l

B A

Secret Data

Fake Data

Orders
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Definition (Equivalence in a Frame)

Two terms M and N are equal in the frame φ, written (M = N)φ,
if and only if φ ≡ νñ.σ, Mσ = Nσ, and {ñ} ∩ (fn(M) ∪ fn(N)) = ∅
for some names ñ and some substitution σ.

Definition (Static Equivalence (≈s))

Two closed frames φ and ψ are statically equivalent, written
φ ≈s ψ, when dom(φ) =dom(ψ) and when for all terms M and N
(M = N)φ if and only if (M = N)ψ. Two extended processes A
and B are statically equivalent (A ≈s B) if their frames are
statically equivalent.
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Definition (Labelled Bisimilarity (≈l))

Labelled bisimilarity is the largest symmetric relation R on closed
extended processes, such that A R B implies

1 A ≈s B ,
2 if A→ A′, then B → B ′ and A′ R B ′ for some B ′,
3 if A α−→ A′ and fv(α) ⊆ dom(A) and bn(α) ∩ fn(B) = ∅, then

B →∗ α−→→∗ B ′ and A′ R B ′ for some B ′.
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Definition (Process Pch [DKR09])

Let P be a process and ch be a channel. We define Pch as follows:
0ch =̂ 0,
(P|Q)ch =̂ Pch|Qch,
(νn.P)ch =̂ νn.out(ch, n).Pch when n is a name of base type,
(νn.P)ch =̂ νn.Pch otherwise,
(in(u, x).P)ch =̂ in(u, x).out(ch, x).Pch when x is a variable
of base type,
(in(u, x).P)ch =̂ in(u, x).Pch otherwise,
(out(u,M).P)ch =̂ out(u,M).Pch,
(!P)ch =̂ !Pch,
(if M = N then P else Q)ch =̂ if M = N then Pch else
Qch.
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Definition (Process Pc1,c2 [DKR09])

Let P be a process, c1, c2 channels. We define Pc1,c2 as follows:
0c1,c2 =̂ 0,
(P|Q)c1,c2 =̂ Pc1,c2 |Qc1,c2 ,
(νn.P)c1,c2 =̂ νn.out(c1, n).Pc1,c2 if n is a name of base type,
(νn.P)c1,c2 =̂ νn.Pc1,c2 otherwise,
(in(u, x).P)c1,c2 =̂ in(u, x).out(c1, x).Pc1,c2 if x is a variable
of base type & x is a fresh variable,
(in(u, x).P)c1,c2 =̂ in(u, x).Pc1,c2 otherwise,
(out(u,M).P)c1,c2 =̂ in(c2, x).out(u, x).Pc1,c2 ,
(!P)c1,c2 =̂ !Pc1,c2 ,
(if M = N then P else Q)c1,c2 =̂ in(c2, x).if x = true
then Pc1,c2 else Qc1,c2 where x is a fresh variable and true is
a constant.
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Definition (Process A\out(ch,·) [DKR09])

Let A be an extended process. We define the process A\out(ch,·) as
νch.(A|!in(ch, x)).
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